Further our proposed method gives high embedding capacity and high quality stego images.
Thus, multimedia security is much to consider in distributing digital information safety. Cryptography and Steganography are two important branches of information security. Cryptography provides encryption techniques for a secure communication. Cryptography is the science that studies the mathematical techniques for keeping message secure and free from attacks [1] , [2] .
Steganography is the art and science of hiding communication [3] . Steganography involves hiding information so it appears that no information is hidden at all. The least-significant bit (LSB) insertion method, which uses fixed K-LSBs in each pixel to embed secret message, is the most common and easy one to hide message in an image [4] . However, it is easy to reveal a A Novel Security Scheme for Secret Data using Cryptography and Steganography Image steganography has many applications, especially in today's modern, high-tech world. Steganography have many advantages but it have some limitations also [5] .
Privacy and secrecy is a concern for most people on the internet. Image steganography allows for two parties to communicate secretly and covertly.
In this paper we will focus to develop a high security model for secret data, which uses both cryptography and Steganography. Advanced encryption standard(AES) is used for encryption [6] , [7] . AES is a symmetric-key block cipher having high efficiency with respect to security, speed. Encrypted secret message is embedded in truecolor RGB image by using pixel value differencing (PVD) and K-bit least-significant-bit (LSB) substitution [8] . In PVD method the difference between the two consecutive pixels in the cover image is used to determine what size the secret message is to be hidden. A small difference value can be located on a smooth area and the large one is located on an edged area. Pixels located in edge areas are embedded by K-bit LSB substitution method with a larger value of K than that of the pixels located in smooth areas. This steganography method provided the stego-image has an imperceptible quality.
We discuss literature survey in Section II. In this section we give overview of cryptography, advanced encryption standard(AES), steganography, pixel value differencing (PVD) and K-bit least-significant-bit (LSB)
substitution. Proposed method is described in section III which consists of data embedding algorithm and data extraction algorithms. Experimental results are described in section IV. We measure data hiding capacity in terms of bits and peak signal-to-noise ratio (PSNR) is used to evaluate qualities of the stego images which is described in section IV. Section V draws a conclusion.
II. RELATED WORK
There are many aspects to security and many applications. One essential aspect for secure communications is that of cryptography. Cryptography is technique for keeping message secure and free from attacks. In cryptography secret message is scrambled.
Cryptography is the study of mathematical techniques related to aspects of information security such as confidentiality, data integrity, entity authentication, and data origin authentication [2] . Communication security of data can be accomplished by means of standard symmetric key cryptography. Such important data can be treated as binary sequence and the whole data can be encrypted using a cryptosystem. It has been many years research to encryption technology, there are many encryption algorithms.
The three types of algorithms are described:
1) Symmetric Algorithm or Private Key
Uses a single key for both encryption and decryption.
2) Asymmetric or public key Algorithm
Uses one key for encryption and another for Steganography is the other technique for secured communication [3] . Steganography involves hiding information so it appears that no information is hidden at all. If a person or persons views the object that the information is hidden inside of he or she will have no idea that there is any hidden information, therefore the person will not attempt to decrypt the information.
Steganography is the process of hiding a secret message within cover medium such as image, video, text, audio [9] .
Image steganography has many applications, especially in today's modern, high-tech world. Privacy and secrecy is a concern for most people on the internet.
Image steganography allows for two parties to communicate secretly and covertly. It allows for some morally-conscious people to safely whistle blow on internal actions; it allows for copyright protection on 2) Transform domain techniques [16] 3) Spread spectrum techniques [17] 4) Statistical method [18] 5) Distortion techniques [19] 6) Cover generation methods [19] A
. Advanced Encryption Standard (AES)
Advanced Encryption Standard is the Rijndael algorithm by two researchers Dr. Joan Daemon and Dr.
Vincent Rijmen from Belgium [6] , [7] . Unlike its predecessor, DES, AES does not use a Feistel network [10] . The AES algorithm is a symmetric key block cipher with a block length of 128 bits and support for key Advantages of using AES algorithm 1) Very Secure.
2) Reasonable Cost.
3) Main Characteristics i) Flexibility, ii) Simplicity
B. PVD and K-bit LSB Steganography
In pixel-value differencing (PVD) stegnography method first, the cover image is partitioned into nonoverlapping blocks with two consecutive pixels then difference value from two consecutive pixels is obtained [11] [12]. A small difference value can be located on a smooth area and the large one is located on an edged area.
A Novel Security Scheme for Secret Data using Cryptography and Steganography has a larger tolerance that embeds more data into edge areas than smooth areas. PVD and K-bit LSB replacement method provides larger embedding capacity and higher image quality.
Advantages of using PVD and K-bit LSB Steganography
1) Gives high data embedding capacity.
2) Provides high and imperceptible quality stego images.
3) Provides high security.
III. PROPOSED SYSTEM
The objective of the proposed scheme is to design high security model for security of secret data. In this age of universal electronic connectivity, of viruses and hackers, of electronic eavesdropping and electronic fraud, there is indeed a need to protect information from passing before curious eyes or, more importantly, from falling into wrong hands. To secure information against security breaches and attacks there is need of more sophisticated techniques of protecting secret data. To avoid the problem of unauthorized data access steganography along with cryptography is the right most solution.
In proposed system cryptographic and steganographic security is combined to give two tier security to secret data. First important message is encrypted by using advance encrypted standard (AES) encryption algorithm.
Then encrypted message is embedded into cover image by using PVD steganography and K-bit LSB substitution method. A block diagram of proposed system for data embedding is shown in Figure 1 . Block diagram of proposed system for data extraction is shown in Figure 2 . After data extraction we get secret message which is in encrypted form. Advanced encryption standard (AES) decryption algorithm is used to decrypt message, finally we get original secret message. 
B. Data Extraction algorithm

